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[bookmark: _Toc213757989]Introduction 
Primary care plays a vital role in maintaining the health and wellbeing of communities, particularly during times of crisis. This Emergency Management and Business Continuity Plan template has been developed to support primary care providers in preparing for, responding to, and recovering from emergencies that may disrupt normal operations.
The purpose of this plan is to:
· safeguard the continuity of essential primary care services during emergencies such as natural disasters, pandemics, cyber incidents, or infrastructure failures
· protect the health and safety of patients, staff, and the broader community by ensuring a coordinated and timely response
· minimise service disruption and recovery time, enabling practices to resume normal operations as quickly and safely as possible.
Primary care professionals are encouraged to develop their plan, contribute to its ongoing refinement, and participate in training and exercises that support its implementation. By working together, we can ensure local services remain responsive and reliable.
[bookmark: _Toc213757990]What’s included
This template has been created as a guide for providers, outlining the essential components required to develop a comprehensive and effective continuity plan. By following this template, in addition to conducting one’s own research, organisations can work towards establishing a clear, consistent and actionable approach to maintaining business resilience, ensuring critical services remain operational and recovery efforts are coordinated efficiently during and after the disruption.
[bookmark: _Toc164630744][bookmark: _Toc207486877]

[bookmark: _Toc213757991]Quick reference guide
	TRIGGER
	· Awareness of a major incident or official warning e.g. disaster, health emergency.

	ALERT
	· Recognise potential disruption to normal business processes.
· Ensure immediate safety of patients and team members.
· Notify the Emergency Coordinator [name/contact to be inserted].
· Authority: Most senior team member on-site assumes control until Emergency Coordinator is available.

	PREPARE
	· Attempt contact with Emergency Coordinator via all available channels.
· If unsuccessful, activate Call-in Tree (see Section 1).
· Begin incident log: record decisions, contact attempts, observed impacts.
· Confirm availability of critical resources (e.g. medications, IT systems, staff.

	STAND UP
	· Emergency Coordinator assumes control or delegates authority.
· Activate relevant response roles (clinical, admin, communications).
· Initiate internal/external communications (patients, PHN, suppliers).
· Maintain incident documentation and monitor evolving conditions.

	STAND DOWN
	· Emergency Coordinator declares stand-down.
· Notify staff and patients of status change.
· Begin recovery procedures (rescheduling, restocking, IT restoration).
· Conduct post-incident review and update EM/BCP documentation.
· Debrief with staff and log lessons learned.


[bookmark: _Toc207486878][bookmark: _Toc213757992]Key contacts
[bookmark: _Toc213757993]Escalation notes
If the Emergency Coordinator is unreachable, escalate to [Practice Manager or Clinical Lead].
Use Call-in Tree (Section 1) for structured contact attempts.
Log all contact attempts and decisions in the incident log.
	ROLE / FUNCTION
	NAME
	PRIMARY CONTACT
	ALTERNATE CONTACT
	TRAVEL TIME TO WORK (MINUTES)

	Emergency coordinator (24 hour contact)
	
	
	
	

	CEO / Practice manager
	
	
	
	

	Clinical lead / Senior GP
	
	
	
	

	IT / Systems support
	
	
	
	

	Building / Facilities support
	
	
	
	

	Human Resources (HR) support
	
	
	
	

	PHN Emergency liaison
	
	
	
	

	Call in tree coordinator
	
	
	
	



[bookmark: _Toc207486879][bookmark: _Toc213757994]Other contacts – team members
Use this table to document your staff emergency contact details. Each business will have different positions identified in its contact list. This may include medical, nursing, allied health, administration personnel etc.
	NAME
	POSITION TITLE
	WORK EXT
	EMAIL
	MOBILE
	OUT OF HOURS
	TRAVEL TIME TO WORK (MINUTES)

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



[bookmark: _Toc213757995]Call-in Tree procedure
	[insert details of your process]
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[bookmark: _Toc207486880][bookmark: _Toc213757997]
1. Overview of plan
Executive summary (optional)
[bookmark: _Toc207486882]An executive summary is the plan in miniature (usually one page or shorter). It should contain enough information for a reader to get acquainted with the plan without reading the full document. Depending on the size of your business and the length of your document, you may choose not to include an executive summary.
Objectives
Objectives serve as a means of clarifying the purpose of your plan and should describe the intended result. Example plan objectives are listed below.
The objectives of this plan are to:
undertake risk management assessment
define and prioritise critical business functions
detail the business’ immediate response to a disruption
detail strategies and actions to be taken to enable it to stay in business
review and update this plan on a regular basis.

[bookmark: _Toc188856904][bookmark: _Toc210722675][bookmark: _Toc207486883]References and related documents
Include all documents that have a bearing on your emergency response and business continuity plan.
	DOCUMENT TITLE
	LOCATION

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



Glossary of terms
This table provides a consistent and commonly agreed set of definitions for terms used in the plan. You should customise this list to suit your business.
	TERM 
	DEFINITION 

	Business continuity planning
	A process that helps develop a plan document to manage the risks to a business, ensuring that it can operate to the extent required in the event of a crisis/disaster. 

	Business continuity plan
	A document containing all of the information required to ensure that your business is able to resume critical business activities should a crisis/disaster occur.

	Business impact analysis
	The process of gathering information to determine basic recovery requirements for your key business activities in the event of a crisis/disaster.

	Critical business functions
	Those activities essential to deliver outputs and achievement of business objectives.

	Maximum acceptable outage (MAO)
	The maximum amount of time an activity can be disrupted without incurring unacceptable damage. 

	Resources
	The means that support delivery of an identifiable output and/or result. Resources may be money, physical assets or most importantly, people.

	Risk management
	Is the process of defining and analysing risks and then deciding on the appropriate course of action in order to minimise these risks, while still achieving business goals.



Plan distribution list
To assist in updating and revising the plan, an up-to-date list of all plan locations and persons supplied with a copy of the plan should be included. 
	COPY NUMBER
	NAME
	LOCATION

	MASTER
	
	

	001
	
	

	002
	
	

	003
	
	

	004
	
	

	005
	
	

	006
	
	











[bookmark: _Toc207486886][bookmark: _Toc213757998]2   Risk identification and reduction
You need to manage the risks to your business by identifying and analysing the things that may have an adverse effect on your business and choosing the best method of dealing with each of these identified risks.
The questions to ask yourself are: 
What could cause an impact?
How serious would that impact be?
What is the likelihood of this occurring?
Can it be reduced or eliminated?
The principles of risk reduction are to identify and analyse risks from natural or man-made hazards that are significant because of their likelihood or because of their consequences. While it is difficult to eliminate the risk from many hazards, it is possible to reduce the magnitude of the impact and consequences when they do occur, through prior planning and preparation.
Amend or edit the information below as applicable.
2.1 Risk register
	HAZARD
	LIKELIHOOD
	CONSEQUENCE
	PRIORITY
	PREVENT AND PREPARE
	RESPOND AND RECOVER

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



2.2 [bookmark: _Toc300919342][bookmark: _Toc207486887]Insurance
As part of your risk management plan you need to determine what types of insurance are available and put in place the insurance your business needs.
	INSURANCE TYPE
	POLICY COVERAGE
	POLICY EXCLUSIONS
	INSURANCE COMPANY AND CONTACT
	LAST REVIEW DATE
	PAYMENTS DUE

	Business interruption
	Business interruption due to:
· fire
· flood
· theft
	· terrorism
· tsunami
· landslide
	XYZ Insurance
A Person    
Ph: 07 3000 0000
	00/00/00
	Amount you pay and frequency. e.g. monthly, yearly

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



2.3 Data security and backup strategy
How have you protected your data and your network (e.g. virus protection, secure networks and firewalls, secure passwords and data backup procedures)? Detail your backup procedures in the table below.
	DATA FOR BACKUP
	FREQUENCY OF BACKUP
	BACKUP MEDIA/ SERVICE
	PERSON RESPONSIBLE
	BACKUP PROCEDURE STEPS

	Customer database
	Weekly
	External hard drive
	A person 
	Remove external drive from fire safe
Copy data from Customer database 
Return external drive to fire safe

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc213757999]3   Business impact analysis
As part of the business continuity plan business owners should undertake a business impact analysis, which will use the information in your risk management plan to assess the identified risks and impacts in relation to critical activities of your business and determine basic recovery requirements.
Primary activities may be defined as critical business functions that must continue in order to support your business. You need to identify:
your critical business functions
what the impact to your business would be in the event of a disruption
how long could your business survive without performing this activity.
As part of your business impact analysis you should assign maximum acceptable outage (MAO) to each function. The MAO is the maximum amount of time an activity can be disrupted without incurring unacceptable damage 
3.1 Critical business functions

	CRITICAL BUSINESS FUNCTION
	DESCRIPTION
	PRIORITY
	IMPACT OF LOSS
(Describe losses in terms of financial, staffing, loss of reputation etc)
	MAO
(maximum acceptable outage)

	Production services
	Production of customised widgets for individual customer orders.





	High
	· Reduced $7,500 revenue per week
· Build-up of stock and inventory related to slow down in orders for design and production services
· Customers will source alternate suppliers
· Unable to meet business overheads e.g. rent, staff wages
· Potential job losses (after 2 weeks)
	2 weeks

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




[bookmark: _Toc213758000]4   Incident response plan
This is to prepare you for a timely response to disruptive incidents and reduce the impact of those incidents on your previously identified business operations. It also prepares key personnel to provide an effective response to ensure minimal disruption to operations in the event of emergency. The following provides an example of the type of information, including checklists, you might include when planning your response to a critical incident. These together would form your incident response plan.
[bookmark: _Toc213758001]4.1	Immediate response checklist
	INCIDENT RESPONSE
	TICK
	ACTIONS TAKEN

	Have you:
	
	

	Assessed the severity of the incident?
	q
	

	Evacuated the site if necessary?
	q
	

	Accounted for everyone?
	q
	

	Identified any injuries to persons?
	q
	

	Contacted Emergency Services?
	q
	

	Implemented your Incident Response Plan?
	q
	

	Started an Event Log? 
	q
	

	Activated staff members and resources? 
	q
	

	Appointed a spokesperson? 
	q
	

	Gained more information as a priority?
	q
	

	Briefed team members on incident?
	q
	

	Allocated specific roles and responsibilities?
	q
	

	Identified any damage?
	q
	

	Identified critical activities that have been disrupted?
	q
	

	Kept staff informed?
	q
	

	Contacted key stakeholders?
	q
	

	Understood and complied with any regulatory/compliance requirements?
	q
	

	Initiated media/public relations response?
	q
	





4.2 Evacuation procedures
You need to have appropriate evacuation procedures that cater for both staff and visitors. These procedures should be stored in a place accessible to all staff.
The objective of an evacuation plan is to provide a set of procedures to be used by site occupants in the event of a critical incident. You should:
start with a floor plan of the site
clearly identify the location of emergency exits
develop strategies for providing assistance to persons with disabilities
make sure that everyone knows what to do if evacuation is necessary
select and indicate a meeting place (evacuation point) away from the site 
test the plan on a regular basis.
4.3 Emergency kit
If there is damage to the building or if it must be evacuated and operations need to be moved to an alternative location, the emergency kit can be picked up and quickly and easily carried off-site or alternatively stored safely and securely off-site. Document within your plan what is contained within your emergency kit and when it was last checked. Items that you may wish to include are listed below. 

Documents: 
Business continuity plan – your plan to recover your business or organisation in the event of a critical incident. 
List of employees with contact details – include home and mobile numbers and even email addresses. You may also wish to include next-of-kin contact details. 
Lists of customer and supplier details. 
Contact details for emergency services.
Contact details for utility companies. 
Building site plan (this could help in a salvage effort), including location of gas, electricity and water shut off points. 
Evacuation plan.
Latest stock and equipment inventory. 
Insurance company details. 
Financial and banking information. 
Engineering plans and drawings. 
Product lists and specifications. 
Formulas and trade secrets. 
Local authority contacts details. 
Headed stationery and company seals and documents. 


Equipment: 
Computer back-up tapes/disks/USB memory sticks or flash drives. 
Spare keys/security codes. 
Torch and spare batteries. 
Hazard and cordon tape. 
Message pads and flip chart. 
Marker pens (for temporary signs). 
General stationery (pens, paper, etc). 
Mobile telephone with credit available, plus charger. 
Dust and toxic fume masks. 
Disposable camera (useful for recording evidence in an insurance claim). 

Tips
Make sure this pack is stored safely and securely on-site and off-site (in another location). 
Ensure items in the pack are checked regularly, kept up-to-date and in good working order. 
Remember that cash/credit cards may be needed for emergency expenditure. 






[bookmark: _Toc213758002]4.4 	Roles and responsibilities
This table allows you to assign responsibility for completion of each task to one of your designated roles. You will then assign each role or multiple roles to one or more staff members and assign back-up staff as appropriate. 
The staff members involved should then be given this table in order to understand their roles and as a task assignment list for completion of pre-emergency planning and emergency tasks. You should customise this table to suit your business’ needs and structure.

	ROLE
	DESIGNATED EMPLOYEES
	ALTERNATE

	Team leader

	Name: Bill Smith 
Contact Information: 
0400 000 000
	Name: John Jones
Contact Information: 
0400 001 001

	Emergency responsibilities:
Ensure the business continuity plan has been activated
Oversee smooth implementation of the response and recovery section of the plan
Determine the need for and activate the use of an alternate operation site and other continuity tasks
Communicate with key stakeholders as needed
Provide important information to the Communication Officer for distribution
Keep key staff apprised of any changes to situation.



	ROLE
	DESIGNATED EMPLOYEES
	ALTERNATE



	Title

	Name:  
Contact information: 
	Name:  
Contact information: 

	Emergency responsibilities:




	ROLE
	DESIGNATED EMPLOYEES
	ALTERNATE



	Title

	Name:  
Contact information: 
	Name:  
Contact information: 

	Emergency responsibilities:



[bookmark: _Toc207486900]
[bookmark: _Toc213758003]4.5	Contact list – suppliers
Use this table to document your supplier contact details. 
	PERSON
	CONTACT NUMBER/S
	EMAIL
	RESPONSIBILITIES

	Mary Tsaros
	0400 000 000
	m.tsaros@supplier.net.au
	Printing

	
	
	
	

	
	
	
	

	
	
	
	



4.6 Contact list – important customers
Use this table to document your important customer contact details. 

	PERSON
	CONTACT NUMBER/S
	EMAIL
	RESPONSIBILITIES

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	







4.7 Contact list – external contacts and stakeholders
Use this table to document external services (including emergency services) contact details. Each business will have different external stakeholders.
	KEY CONTACTS
	CONTACT NUMBER/S

	Police
	

	Emergency services
	

	Ambulance
	

	Medical
	

	Security
	

	Insurance company
	

	Water and sewerage
	

	Gas
	

	Electricity
	

	Telephone/internet services provider
	

	Bank
	

	Accountant
	

	Lawyer
	

	Lifeline
	13 11 14

	Beyond Blue
	1300 22 4636


4.8 Event log
Use the event log to record information, decision and actions in the period immediately following the critical event or incident.

	DATE
	TIME
	INFORMATION / DECISIONS / ACTIONS
	INITIALS

	0/0/0
	0900 hrs
	Activate Business Continuity Plan
	TL
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[bookmark: _Toc213758004]5    Recovery
Recovery is the return to your pre-disruption condition. Performing your critical functions as soon as possible after a critical incident is your primary focus.
You should complete this table with the intention of supporting recovery in ‘worst case’ scenarios. It can then be modified according to the degree of loss to your business. The recovery process includes:
developing strategies to recover your business activities in the quickest possible time
identifying resources required to recover your operations
documenting your previously identified MAOs
listing the person/s who have responsibility for each task and the expected completion date.
An example is provided for you in the table following. 
5.1 Business recovery plan
This table shows the detailed recovery information for the [insert business name] critical business functions.
	CRITICAL BUSINESS FUNCTION
	RECOVERY STAFF ROLES
	NAME
	IT SOFTWARE AND OTHER RECORDS
	DEPENDENCIES
	OTHER INFORMATION

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



5.2 Incident recovery checklist
You will need to customise this list to include information specific to your business.
	INCIDENT RESPONSE
	TICK
	ACTIONS

	Now that the crisis is over have you:

	Refocused efforts towards recovery?
	☐
	· 

	Deactivated staff members and resources as necessary?
	☐
	· 

	Continued to gather information about the situation as it affects you?
	☐
	· 

	Assessed your current financial position?
	☐
	· 

	Reviewed cash requirements to restore operations?
	☐
	· 

	Contacted your insurance broker/company?
	☐
	· 

	Developed financial goals and timeframes for recovery?
	☐
	· 

	Kept staff informed?
	☐
	· 

	Provided EAP and other mental health supports to staff?
	☐
	· 

	Kept key stakeholders informed?
	☐
	· 

	Identified information requirements and sourced the information?
	☐
	· 

	Set priorities and recovery options?
	☐
	· 

	Updated the Recovery Plan?
	☐
	· 

	Captured lessons learnt from your individual, team and business recovery?
	☐
	· 





5.3 Employee assistance programs and mental health support
When a disaster impacts a general practice, the practice team may also be personally impacted by the disaster, as well as being exposed to the traumatic experiences of others. Their own health and wellbeing must be a priority. Early indicators that a team member may be affected by the traumatic experiences of their patients include heightened response to the patient, increased levels of arousal (sleep disturbance) and avoidance.
Impacted team members should consider discussing distressing or difficult experiences with colleagues, limiting their exposure to a tolerable level, maintaining good general health with regular exercise, good nutrition and sleep habits and seeking help if needed.
	COMPANY NAME
	PHONE
	EMAIL
	WEBSITE
	NOTES

	EAP Provider
	
	
	
	

	RACGP GP Support Program
	Call 1300 361 008 
Available 24/7
	
	
	Free and confidential psychological support to members.

	The Essential Network (TEN) for health professionals
	
	
	
	The online health hub connects frontline workers with services to help manage burnout and mental wellbeing.

	DRS4DRS

	Available 24/7
VIC: 03 9280 8712
NSW: 02 9437 6552
	
	
	Independent program providing confidential support and resources to doctors and medical students.


5.4 Insurance claims
What insurance policies have you claimed for?
	INSURANCE COMPANY
	DATE
	DETAILS OF CLAIM
	FOLLOW-UP ACTIONS

	ABC Insurance
	00/00/00
	Enter details of claim and contact person.
	Actions required by the insurer to process claim, e.g. photos, damage estimates

	
	
	
	

	
	
	
	





5.5 Market assessment 
List any areas of you market that have changed due to the incident.
	MARKET CHANGES
	IMPACT TO BUSINESS
	BUSINESS OPTIONS

	What has changed in the market?
	What impact will the market changes have on your business?
	How can your business adapt to suit these new market conditions?

	
	
	

	
	
	



[bookmark: _Toc213758005]6	Exercise, maintain and review
It is critical that you exercise your plan to ensure that it remains relevant and useful. This may be done as part of a training exercise and is a key factor in the successful implementation of the plan during an emergency. You must also ensure that you regularly review and update your plan to maintain accuracy and reflect any changes inside or outside the business. 
The following points may help:
a training schedule must be prepared for all people who may be involved in an emergency at the site
pay attention to staff changes
it is best to use staff titles rather than names
if you change your organisational structure or suppliers/ contractors this must be amended in your plan
after an event it is important to review the performance of the plan, highlighting what was handled well and what could be improved on next time.
[bookmark: _Toc213758006]6.1	Exercise and training schedule
Record details of your training schedule in the table below:
	DATE
	TYPE
	COMMENTS

	0/0/0
	Evacuation drill
	All personnel evacuated and accounted for within acceptable timeframe.

	0/0/0
	Desktop exercise
	Business continuity team used a fire scenario to practice using incident response

	0/0/0
	Recovery exercise
	Business continuity team and staff exercised running business from alternate location for a day


6.2 Plan review schedule
Record details of your review schedule in the table below:
	REVIEW DATE
	REASON FOR REVIEW
	CHANGES MADE

	0/0/0
	New personnel in new roles
	Plan updated to reflect changes to roles and responsibilities

	
	
	







[bookmark: _Toc213758007]Appendix 1: Patient aggression checklist
	ACTION
	COMPLETED 

	Confirm that our practice has a written policy on managing patient aggression/ violence
	☐ Yes

	Ensure the policy is stored at [insert location]
	☐ Yes

	Confirm all team members are trained on the policy during induction
	☐ Yes




[bookmark: _Toc213758008]Definition – What counts as aggression/violence (tick all behaviours that apply to the incident)
☐ Verbal aggression (rudeness, yelling, swearing)
☐ Assault or armed assault
☐ Forcible confinement / false imprisonment
☐ Acts of indecency
☐ Sexual assault
☐ Online trolling
☐ Destruction of property or possessions
☐ Threatening/inappropriate body language
☐ Abusive letters, phone calls or emails
☐ Stalking or loitering
☐ Intimidation and threats



[bookmark: _Toc213758009]Early intervention (de-escalation strategies)
	ACTION
	COMPLETED 

	Appear calm, respectful, controlled and confident.
	☐ Yes

	Use reflective questioning to confirm understanding e.g. You need to see a GP soon, is that correct?
	☐ Yes

	Be clear, direct and simple in explanations
	☐ Yes

	Monitor body language e.g. avoid crossing arms, intense eye contact etc
	☐ Yes

	Assure patient actions are in their best interest
	☐ Yes

	Engage patient with “yes” questions to check understanding e.g. Have I got that right?
	☐ Yes

	Maintain a solution focus – ask patient for possible solutions and repeat them back
	☐ Yes





[bookmark: _Toc213758010]Responding to threats or acts of violence
[bookmark: _Toc213758011]Immediate response
	ACTION
	COMPLETED

	Calmly ask aggressor to leave (if safe)
	☐ Yes

	Activate duress alarm or phone alert system
	☐ Yes

	Retreat to a safe location and alert others onsite
	☐ Yes

	Call 000 for police
	☐ Yes



[bookmark: _Toc213758012]Follow-up response
	ACTION
	COMPLETED 

	Debrief practice team – identify triggers and safeguards
	☐ Yes

	Check in with affected patients/visitors
	☐ Yes

	Provide team members with Employee Assistance Program (EAP) and other supports
	☐ Yes

	Complete incident report and add to incident/event register
	☐ Yes

	Formally review the incident (what happened, triggers, ongoing risks, prevention)
	☐ Yes

	Implement changes or safeguards if required
	☐ Yes

	Monitor outcomes of changes (what worked/what didn’t/sustainability/alternatives)
	☐ Yes

	Flag patient record sensitively to alert staff while respecting privacy laws
	☐ Yes

	Consider (with MDO advice): issuing a formal warning, placing patient on acceptable behaviour agreement or discontinuing care at practice
	☐ Yes





[bookmark: _Toc213758013]Appendix 2: Cybersecurity response checklist
[bookmark: _Toc213758014]1. Team member call-in tree
	CONTACT
	PHONE
	COMPLETED 

	IT hardware maintenance providers:
	
	☐ Yes

	Website developer: 
	
	☐ Yes

	Website server host: 
	
	☐ Yes

	Cybersecurity insurance provider: 
	
	☐ Yes


[bookmark: _Toc213758015]2. Cyber insurance
	ACTION
	COMPLETED 

	Cybersecurity insurance covers incidents such as: Data breach, scam attempts, ransomware, hacked website or computer systems
	☐ Yes

	Immediately contact cybersecurity insurance provider if any of the above occur
	☐ Yes


[bookmark: _Toc213758016]3. Suspicious email or text/web message
	ACTION
	COMPLETED 

	Do not reply
	☐ Yes

	Do not provide personal details
	☐ Yes

	Do not open attachments or links
	☐ Yes

	Do not forward the email
	☐ Yes

	Report the email as suspicious to IT provider (send as attachment, not forward)
	☐ Yes

	Inform staff with a screenshot (not a forward)
	☐ Yes

	Block the sender and delete the message
	☐ Yes


[bookmark: _Toc213758017]4. If you clicked on a suspicious link or opened a download
	ACTION
	COMPLETED 

	Disconnect computer from network and remove power supply
	☐ Yes

	Notify practice manager and immediately call IT provider
	☐ Yes

	IT provider to deactivate and reinstate accounts
	☐ Yes

	DO NOT enable macros if prompted
	☐ Yes

	Practice manager alerts banking institution
	☐ Yes

	Notify contacts who may have received phishing emails from your account
	☐ Yes

	Report to Australian Cyber Security Centre (ACSC) if appropriate
	☐ Yes





[bookmark: _Toc213758018]5. Suspicious phone call requesting details/payments
	ACTION
	COMPLETED 

	Hang up immediately
	☐ Yes

	Do not provide any personal/financial details
	☐ Yes

	If unsure, verify contact via independent/reputable source (not message details)
	☐ Yes

	Report to ACSC or Scamwatch if appropriate
	☐ Yes


[bookmark: _Toc213758019]6. If you think you have been scammed
	ACTION
	COMPLETED

	Immediately stop all contact
	☐ Yes

	Notify practice manager
	☐ Yes

	Practice manager alerts banking institution (if practice finances involved)
	☐ Yes

	Practice manager contacts cyber insurance provider
	☐ Yes

	Report to Scamwatch or ACSC if appropriate
	☐ Yes


[bookmark: _Toc213758020]7. Signs computer may have been hacked
	[bookmark: _Toc213758021]ACTION
	[bookmark: _Toc213758022]COMPLETED

	Look out for: Random pop-up messages, extra browser toolbars, inappropriate images 
	☐ Yes

	Disconnect computer from network and power
	☐ Yes

	Do not click on pop-ups/toolbars/images
	☐ Yes

	Contact practice manager and IT provider
	☐ Yes

	Report to ACSC if appropriate
	☐ Yes


[bookmark: _Toc213758023]8. Landing on a suspect website or suspicious software download
	ACTION
	COMPLETED 

	Close browser immediately
	☐ Yes

	Delete the download
	☐ Yes

	Disconnect computer from network and power
	☐ Yes

	Contact practice manager and IT provider
	☐ Yes

	IT provider to deactivate/reinstate accounts
	☐ Yes

	Report to ACSC if appropriate
	☐ Yes


[bookmark: _Toc213758024]9. Antivirus software message
	ACTION
	COMPLETED 

	If message says 'has been quarantined' → continue, but check with IT provider
	☐ Yes

	If message says anything else → disconnect from network and contact IT provider
	☐ Yes





[bookmark: _Toc213758025]10. If you gave control of computer to someone unintended
	ACTION
	COMPLETED 

	Disconnect computer from network and power
	☐ Yes

	Notify practice manager and immediately call IT provider
	☐ Yes

	Document what message you received and what you saw
	☐ Yes

	Practice manager contacts cyber insurance provider
	☐ Yes

	Report to ACSC if appropriate
	☐ Yes


[bookmark: _Toc213758026]11. If you are the victim of ransomware
	ACTION
	COMPLETED 

	Disconnect computer from network and power
	☐ Yes

	DO NOT PAY ransom
	☐ Yes

	Notify practice manager and immediately call IT provider
	☐ Yes

	Practice Manager contacts cyber insurance provider
	☐ Yes

	Report to ACSC if appropriate
	☐ Yes


[bookmark: _Toc213758027]12. If login details have been compromised
	ACTION
	COMPLETED 

	Document when/how issue noticed
	☐ Yes

	Document what has been affected e.g. website, email
	☐ Yes

	Notify practice manager and call IT provider
	☐ Yes

	IT provider to deactivate/reinstate accounts
	☐ Yes

	Change all passwords
	☐ Yes

	Estimate severity/timeframe of impact
	☐ Yes

	Practice manager to contact cyber insurance provider (depending on severity)
	☐ Yes


[bookmark: _Toc213758028]13. If systems accessed by unauthorised person
	ACTION
	COMPLETED 

	Disconnect computer from network and power
	☐ Yes

	Notify practice manager and immediately call IT provider
	☐ Yes

	Practice manager alerts banking institution (if financial details possibly accessed)
	☐ Yes

	If data breach suspected → follow 'Data Breach' response
	☐ Yes

	Report to ACSC if appropriate
	☐ Yes





[bookmark: _Toc213758029]14. If practice website is hacked
	ACTION
	COMPLETED 

	Look for signs: inappropriate content, changed numbers/links
	☐ Yes

	Notify practice manager and immediately call IT provider and web developer
	☐ Yes

	Web developer to replace homepage with 'Under Maintenance' page
	☐ Yes

	Document when/how issue noticed
	☐ Yes

	Report to ACSC if appropriate
	☐ Yes


[bookmark: _Toc213758030]15. If a data breach has occurred
	ACTION
	COMPLETED

	Determine if breach is accidental or malicious
	☐ Yes

	Contain the breach
	☐ Yes

	Notify practice manager and IT provider
	☐ Yes

	Follow RACGP 'Managing notifiable data breaches' flowchart
	☐ Yes

	If eligible data breach: Notify OAIC, notify ADHA if relates to My Health Record
	☐ Yes

	Inform affected individuals at risk of serious harm
	☐ Yes

	Practice manager contacts cyber insurance provider (if malicious)
	☐ Yes

	Review/evaluate incident and take actions to prevent recurrence (document process)
	☐ Yes
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